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BHA is committed to protecting your personal data and respects your right to privacy. This Privacy Statement tells you how we collect data, how we process it and how we store it; how you can request to see your data and also have it removed.  This Privacy Statement relates to our use of your personal information we collect from you via our donation platforms, websites, social media platforms and filling in forms. It also relates to our use of any of your personal information you provide to us by phone, SMS, email, in letters or in person. This Privacy Statement applies to the websites, products and services offered by BHA.
If you have any queries on this policy or your personal information contact:
Aydin Djemal, Data Protection Lead, BHA For Equality.
Email: smt@thebha.org.uk
Telephone: 03301 281 186 
How we collect information from you
When you:
· Provide us with your details to inform the service and support we provide you.
· Contact us to request information about health issues or the services we offer.
· Provide us with your details when making a donation.
· Complete surveys. 
· Provide feedback or report a problem about one of our services.
· Interact with us on social media or through our community engagement activities
· Apply for a job or volunteering role at BHA.
· Subscribe to receive our newsletter. We use a third-party provider, MailChimp, to deliver our newsletter. For more information, please see MailChimp’s privacy notice. You can unsubscribe to general mailings at any time of the day or night by clicking the unsubscribe link at the bottom of any of our emails or by emailing our data protection lead.  We will only collect as much personal information we need and only for the purpose for which you have provided the information. 
What information we collect from you
This can include information such as your name, communication preferences, email address, postal address, IP address, phone number, mobile number, date of birth, services accessed, or bank account details so we can process donations, or information as to whether you are a taxpayer to help us to claim gift aid.

Sensitive Personal Information
You may provide us with information about yourself that is classed as ‘sensitive personal data’ or Special Category Data (for example, details of your health condition, ethnicity, sexual orientation, lifestyle etc). We may need to record this information for a number of reasons
· To refer you to relevant services 
· To provide you with appropriate information, support and services
· If you choose to share your experience of living with a health condition
· If you sign up to take part in an event

Children and Vulnerable Persons
We are committed to protecting the privacy of vulnerable Persons and the young people that engage with us through our website, our services and events.
Anyone under the age of 16 must obtain parental or guardian consent before participating in an event organised by BHA. Children aged under 13 must obtain the consent of a parent or guardian before providing any personal information.

How we use your information
We may use your personal information for:
· Dealing with your enquiries requests and complaints
· Administrative purposes, including processing your donations  
· Providing you with information about our work, activities, events, and services and any changes to our services
· Complying with our legal obligations, policies and procedures
· Providing and personalising our services
· Fundraising
· Conducting research
Using your Credit/Debit Card
· If you use your credit or debit card to donate to us buy something or pay for a registration online or over the phone we will ensure this is done securely and in accordance with the Payment Card Industry Data Security Standard. You can find out more information about PCI DSS here https://www.pcisecuritystandards.org/pci_security/.
· We do not store your credit or debit card details at all following the completion of your transaction. All card payments are handled by the payment gateway Stripe and GoCardless. More details are available here https://raisingit.zendesk.com/hc/en-gb/articles/206437486-How-secure-are-Stripe-and-GoCardless-


How we protect your information

We adopt appropriate data collection, storage and processing practices and security measures to protect against unauthorised access, alteration, disclosure or destruction of your personal or transactional data stored on our website and systems.
How we store your personal information
We keep your personal information for as long as required to operate the service in accordance with good practice guidance, legal requirements and tax and accounting rules. Where your information is no longer required, we will ensure it is disposed of in a secure manner.

Disclosures
We will never pass your personal information on to other organisations for them to use for marketing purposes.
However we may disclose your personal information in the following circumstances:
· To third parties who provide a service to us and are data processors. This would include our trusted partners that work with us in connection with our charitable purpose. We require these third parties to comply strictly with our instructions and data protection laws and we will make sure that appropriate controls are in place. We enter into contracts with all our data processors and regularly monitor their activities to ensure they are complying with data protection regulations and BHA’s policies and procedures.
· Where we are under duty to disclose your personal information in order to comply with law or the disclosure is ‘necessary’ for purposes of national security, taxation and criminal investigation  
· Where we have your written consent.
Some companies that provide services to BHA run their operations outside of the EU and the 3 European Economic Area (EEA) countries. We take steps to ensure that they provide an adequate level of protection in accordance with UK data protection law. By submitting your personal information to us you agree to the transfer, storing or processing of the data at a location outside the EU and EEA.
Your rights
Under the Data Protection Act and the General Data Protection Regulation, which comes into force on May 25th 2018 you have the following rights:
1. The right to access your personal information
2. The right to edit and update your personal information
3. The right to request to have your personal information deleted
4. The right to restrict processing of your personal information
5. The right to object to the processing of your data
6. The right to contact the Information Commissioners Office on their helpline on 0303 123 1113.  
If you would like to receive some or all of your personal information (called a Subject Access Request) or exercise any of your rights please contact the Data Protection Lead.
Aydin Djema, Data Protection Lead, BHA For Equality, Aura Business Centres, 412 Stretford Road, Manchester, M15 4AE
Email: SMT@thebha.org.uk
Telephone: 0845 450 4247
We may ask for the ID of the person making the request.

Website and Cookies
We take a proactive approach to user privacy and ensure necessary steps are taken to protect privacy of our users throughout their visiting experience. 

Changes to this policy
We will make changes to this policy as regularly. When we do, we will revise the updated date at the bottom of this page. We encourage our users to frequently check this page for any changes to stay informed about how we are helping to protect your personal information we collect.
This document was last updated March 2019.
What information do we collect during the recruitment process?
BHA collects a range of information about you. This includes:
· your name, address and contact details, including email address and telephone number;
· details of your qualifications, skills, experience and employment history;
· whether or not you have a disability for which the organisation needs to make reasonable adjustments during the recruitment process;
· information about your entitlement to work in the UK; and
· equality and diversity monitoring information, including information about your ethnic origin, sexual orientation, health, and religion or belief.
BHA collects this information in a variety of ways. For example, data might be contained in application forms, obtained from your passport or other identity documents, or collected through interviews or other forms of assessment. 
We will also collect personal data about you from third parties, such as references supplied by former employers and information from criminal records checks. We will seek information from third parties with your permission prior to interview or once a job offer to you has been made and will inform you that we are doing so.
Data will be stored in a range of different places, including on your application form, in HR management systems and on other IT systems (including email). Please see the section on cookies below.

Why do we process personal data?
In some cases, the BHA needs to process data to ensure that it is complying with its legal obligations. For example, it is required to check a successful applicant's eligibility to work in the UK before employment starts.
BHA has a legitimate interest in processing personal data during the recruitment process and for keeping records of the process. Processing data from job applicants allows the organisation to manage the recruitment process, assess and confirm a candidate's suitability for employment and decide to whom to offer a job. The BHA may also need to process data from job applicants to respond to and defend against legal claims.
Where the BHA relies on legitimate interests as a reason for processing data, it has considered whether or not those interests are overridden by the rights and freedoms of employees or workers and has concluded that they are not.
BHA processes health information if it needs to make reasonable adjustments to the recruitment process for candidates who have a disability. This is to carry out its obligations and exercise specific rights in relation to employment.
Where BHA processes other special categories of data, such as information about gender, marital status, ethnic origin, sexual orientation, disability, religion or belief, this is done for the purposes of equal opportunities monitoring with the explicit consent of job applicants, which can be withdrawn at any time.
For positions requiring direct client contacts, BHA are required to obtain enhanced criminal checks and for all successful applicants without direct contact with service users, BHA is obliged to pursue basic Disclosure and Barring Service (DBS) check. Where the BHA seeks this information, it does so because it is necessary for it to carry out its obligations and exercise specific rights in relation to employment.

Who has access to your recruitment data?
Your information will be shared internally for the purposes of the recruitment exercise. This includes members of the HR team, interviewers involved in the recruitment process and managers in the project area with a vacancy.
We will not share your data with other third parties, unless your application for employment is successful then BHA will share your data with former employers to obtain references for you.  When the job offer is made subject to reasonable adjustments, then we will share with our Occupational Health provider to ensure your fitness to fulfil the position applied.
We will not transfer your data outside the European Economic Area.

How do we protect your recruitment data?
BHA takes the security of your data seriously. It has internal policies and controls in place to ensure that your data is not lost, accidentally destroyed, misused or disclosed, and is not accessed except by our employees in the proper performance of their duties. This includes IT Security Policies, the Information Governance Policy, password protected network and HR system access.

For how long do we keep your recruitment data?
If your application for employment is unsuccessful, we will hold your data on file for 1 year after the end of the relevant recruitment process. At the end of that period, your data is deleted or destroyed.
If your application for employment is successful, personal data gathered during the recruitment process will be transferred to your personnel file and retained during your employment. 

Your rights relating to recruitment data
As a data subject, you have a number of rights. You can:
· access and obtain a copy of your data on request;
· require the organisation to delete or stop processing your data, for example where the data is no longer necessary for the purposes of processing;
If you would like to exercise any of these rights, please contact the Data Protection Lead via smt@thebha.org.uk. 
If you believe that the BHA has not complied with your data protection rights, you can complain to the Information Commissioner.

What if you do not provide personal data during the recruitment process?
You are under no statutory or contractual obligation to provide data to BHA during the recruitment process. However, if you do not provide the information, we may not be able to process your application properly or at all.
You are under no obligation to provide information for equality and diversity monitoring purposes and there are no consequences for your application if you choose not to provide such information.
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